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How Enterprise

Risk Management can

enable sustainable growth

e
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For companies in Japan, the path to sustainable
development means taking steps to address emerging
risks, tackle social inequities, and create meaningful
social impact while grappling with challenges of
their own such as inflation, an ageing workforce,
and the ongoing war for talent.

Emerging from the pandemic, the world of risk
that these companies face is more volatile and
hyper-connected than ever. Seemingly isolated risk
events such as cyberattacks, supply chain disruptions
and geopolitical conflicts tend to ‘transfer’ their
impactonto one another, accelerating and amplifying
knock-on effects while exposing the fragility of
global systems.

These high-probability, high-impact and yet
often neglected emerging risk events are called ‘grey
rhinos’, and are a different kind of risk to the more
commonly known ‘black swans’ — rare shock events
with extreme impact. While companies may not be
able to predict when the next black swan hits, taking
steps to minimize the impact of grey rhinos can
improve companies’ ability to focus on addressing
longer-term risks such as climate, sustainability, and
people risk.

4 Jol@ 20225

Earthquakes: Japan’s grey rhino

In Japan, earthquakes are a good example of a
grey rhino risk. According to the World Economic
Forum’s Global Risks Report 2022, major geophysical
disasters had dropped out of Japanese executives’ top
five list of most critical threats for the first time in
years. This could imply a blind spot among business
leaders in the country. Earthquakes are more likely to
occur in metropolitan areas and the Nankai region
and while the impact is typically localized, Japanese
companies should pay greater attention to addressing
this blind spot with the appropriate enterprise risk
management and mitigation measures, which would
in turn allow them to more effectively prepare,
respond to, and recover from the potential impact of
an earthquake.

Typically, companies that adopt a siloed
approach to risk management are most vulnerable and
face risk mitigation and recovery issues when grey
rhinorisk events arise. On the other hand, organisations
that implement enterprise risk management (ERM)
— a structured framework and continuous risk
management process fully integrated with business
operations and strategy demonstrate greater resilience,
i.e. a greater ability to mitigate and recover from their
business

financial exposure, interruption  (BI),

reputational damage, and other losses.
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How ERM can mitigate the knock-on
effect of risks

Enterprise risk management, or ERM, is applied
across an entire organisation. In addressing emerging
risk factors, it is mission-critical for companies to
adopt an ERM approach to enhance its stability,
preparedness, and their ability to capture opportunities
for growth.

Representing a holistic approach to risk
management, ERM focuses on the assessment of
significant risks and the implementation of suitable
risk responses, and clearly lays out the roles and
responsibilities of management teams in monitoring
and escalating risks and contingencies to boards and
other stakeholders. This approach is particularly
effective in managing emerging risks that can often
surface in the least expected of places within the
organisation.

An example of emerging risks addressed by
ERM is cyber risk. Once seen as primarily an IT and
security issue, it is now recognised as an enterprise-
wide risk that can threaten a company’s finances,

reputation, and long-term growth prospects. Like
other grey rhino risks, cyber risks are often intertwined
with other risks and typically trigger other risk events
and cause cascading effects spanning industries and
geographies.

In order to attain cyber resilience, different
functions of the company can be guided by its ERM
framework to effectively collaborate across teams
and allow risk managers to accurately identify and
quantify risk with tools and loss scenario modelling.
The resulting alignment on shared risk appetite,
mitigation strategies, and spending priorities across
cybersecurity technology, insurance, and incident
management is an important outcome of ERM and
places the company on highly resilient footing in an
environment of escalating cyber risks.

Another key risk that ERM helps to address is
business disruption risk. The potential causes of
business disruption have multiplied, with cyber,
geopolitical, geophysical disasters, supply chain,
and inflation risks all potential triggers.
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An ongoing ERM process facilitates the timely
diversification and strengthening of supply chains,
refining of operational processes, and obtaining
appropriately sized BI insurance cover to de-risk.

The holistic approach of ERM, which includes
gap analysis and assessing BI declared values,
stands in contrast to a siloed risk management
approach where relying on a standalone emergency
response plan, for instance, may be inadequate and
result in significant loss and obstacles to recovery
when a grey rhino risk event occurs.

Building a resilient workforce as a starting
point for risk resilience

The foundation of successful enterprise risk
management is workforce resilience. With Japan’s
manpower and population-related challenges, it is
imperative that companies consider how to improve
diversity, equity, and inclusion (DE&I) within their
organisations.

One key area of focus for building a resilient
workforce through DE&I is by ensuring equitable
access to benefits. Many employers in Japan have
adapted to hybrid working and are going a step
further to provide both on-site and virtual access to
healthcare for all employees. It is also encouraging
that employers are proactively addressing the talent
crunch by aligning with government policy to support
women entering and re-entering the workforce.

Moving forward, companies of all industries
can continue to foster workforce resilience in a way
that contributes to wider social wellbeing and fulfils
their social responsibilities. Further progress can be
made by developing a mental health strategy to
foster mental wellbeing, and working with brokers
and advisors to review their existing employee
benefits program for more inclusive coverage.

ERM as problem-solver and enabler of
sustainable growth

One of the lessons we’ve learnt in recent years
is that many issues of public importance cannot be
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solved without corporate leadership thatis committed
to the enterprise risk management process and
framework. As Japan and Asian countries begin to
reopen their economies, companies that adopt a
robust approach to identifying, understanding, and
preparing for the enterprise-wide impacts of systemic
and emerging risks will position themselves for
sustainable growth, and anchor themselves as
institutions of good governance in their respective
industries and spheres of influence.
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